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DETAILED ACTION 

Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1-24 are rejected under 35 U.S.C. 102 (b) as being anticipated by Ransom et al 
hereinafter Ransom (US 2004/0107025 A1). 

Regarding claim 1 

Referring to claim 1 Ransom discloses a method of determining operational status of a 
wireless communication device capable of executing server-side applications, the 
method comprising: sending a message to said wireless communication device capable 
of executing server-side applications requesting operational status of the device; and 
receiving a response message from said wireless communication device indicative of 
the operational Status of the device. (Paragraph [0065] In the preferred embodiment, the data 
collection component 250 enables an IED to collect and collate data from either a single or 
multiple sources via the network 110. The data collected by the component is stored and can be 
retrieved by other components of the power management application components 290, or other 
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components implemented on other IED's 102-109 located on the network 1 10. In the preferred 
embodiment the Automated Meter Reading component 253 is utilized to allow either the 
consumers 132, 133 or providers 130, 131 to generate power management reports from the IED 
data. In the preferred embodiment the electrical power generation management component 260 
analyzes data received from IED's 102-109 to either minimize or maximize measured or 
computed values such as revenue, cost, consumption or usage by use of handling and 
manipulating power systems and load routing. IED inventory, maintenance and fraud detection 
component 261, 262, 263 receive or request communications from the IED's 102-109 allowing 
the power management application to inventory the installed base of IED's 102-109, including 
establishing or confirming their geographic installation location, or check the maintenance 
history of all connected IED's 102-109 These power management applications aid in confirming 
outage locations or authenticating communications to or from an IED 102-109 to prevent fraud 
and minimize errors. In one embodiment, the IED inventory component 261 utilizes cellular 
triangulation technologies, or caller ID based geographic locator technologies to determine and 
verify IED inventories. In the preferred embodiment the fraud detection component 263 further 
detects device tampering. In the preferred embodiment the power quality monitoring component 
264 monitors and processes electric parameters, such as current, voltage and energy which 
include volts, amps, Watts, phase relationships between waveforms, kWh, kvAr, power factor, 
and frequency, etc. The power quality monitoring component 264 reports alarms, alerts, 
warnings and general power quality status, based on the monitored parameters, directly to the 
appropriate user, such as customers 132, 133 or utilities 130, 131.) 
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Regarding claim 13 

Claim 13 is similarly rejected using the same reasoning / citations provided above for 
claim 1 since they recite the same limitations and are distinguished only by statutory 
category. 



Regarding claim 2 

Referring to claim 2 Ransom discloses all the limitations of claim 2 which is described 
above. Ransom also discloses wherein said operational status of the wireless 
communication device comprises an indication of N most recent errors occurring at said 
wireless communication device, where N is an integer. (Paragraph [0060] Furthermore, the 
application 111 includes an authentication and encryption component which encrypts commands 
transmitted across the network 110, and decrypts power management data received over the 
network 110. Authentication is also performed for commands or data sent or received over the 
network 110. Authentication is the process of determining and verifying whether the IED 102- 
109 transmitting data or receiving commands is the IED 102-109 it declares itself to be and in 
the preferred embodiment authentication includes parameters such as time/date stamps, digital 
certificates, physical locating algorithms such as cellular triangulation, serial or tracking ID's, 
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which could include geographic location such as longitude and latitude. Authentication prevents 
fraudulent substitution of IED 102-109 devices or spoofing of IED 102-109 data generation in an 
attempt to defraud. Authentication also minimizes data collection and power distribution system 
101 control errors by verifying that data is being generated and commands are being received by 
the appropriate devices. In the preferred embodiment encryption is done utilizing Pretty Good 
Privacy (PGP). PGP uses a variation of public key system, where each user has a publicly known 
encryption key and a private key known only to that user. The public key system and 
infrastructure enables users of unsecured networks, such as the internet, to securely and privately 
exchange data through the use of public and private cryptographic key pairs.) 

Regarding claim 14 

Claim 14 is similarly rejected using the same reasoning / citations provided above for 
claim 2 since they recite the same limitations and are distinguished only by statutory 
category. 

Regarding claim 3 

Referring to claim 3 Ransom discloses all the limitations of claim 3 which is described 
above. Ransom also discloses wherein said operational status of the wireless 
communication device comprises an indication of N messages most frequently received 
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at said device, where N is an integer. (Paragraph [0065] In the preferred embodiment, the 
data collection component 250 enables an IED to collect and collate data from either a single or 
multiple sources via the network 1 10. The data collected by the component is stored and can be 
retrieved by other components of the power management application components 290, or other 
components implemented on other IED's 102-109 located on the network 1 10. In the preferred 
embodiment the Automated Meter Reading component 253 is utilized to allow either the 
consumers 132, 133 or providers 130, 131 to generate power management reports from the IED 
data. In the preferred embodiment the electrical power generation management component 260 
analyzes data received from IED's 102-109 to either minimize or maximize measured or 
computed values such as revenue, cost, consumption or usage by use of handling and 
manipulating power systems and load routing. IED inventory, maintenance and fraud detection 
component 261, 262, 263 receive or request communications from the IED's 102-109 allowing 
the power management application to inventory the installed base of IED's 102-109, including 
establishing or confirming their geographic installation location, or check the maintenance 
history of all connected IED's 102- 1 09 These power management applications aid in confirming 
outage locations or authenticating communications to or from an IED 102-109 to prevent fraud 
and minimize errors. In one embodiment, the IED inventory component 261 utilizes cellular 
triangulation technologies, or caller ID based geographic locator technologies to determine and 
verify IED inventories. In the preferred embodiment the fraud detection component 263 further 
detects device tampering. In the preferred embodiment the power quality monitoring component 
264 monitors and processes electric parameters, such as current, voltage and energy which 
include volts, amps, Watts, phase relationships between waveforms, kWh, kvAr, power factor, 
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and frequency, etc. The power quality monitoring component 264 reports alarms, alerts, 
warnings and general power quality status, based on the monitored parameters, directly to the 
appropriate user, such as customers 132, 133 or utilities 130, 131.) 

Regarding claim15 

Claim 15 is similarly rejected using the same reasoning / citations provided above for 
claim 3 since they recite the same limitations and are distinguished only by statutory 
category. 



Regarding claim 4 

Referring to claim 4 Ransom discloses all the limitations of claim 4 which is described 
above. Ransom also discloses wherein said operational status of the wireless 
communication device comprises an indication of a user interface screen currently 
displayed at said device. (Paragraph [0097] Referring to FIG. 11, there is shown an exemplary 
screen display of a Microsoft Excel worksheet which is coupled with the IED 1002 as described 
above. In this example, the IED 1002 is a model 8500 meter, manufactured by Power 
Measurement Limited, in Victoria, British Columbia, Canada. The IED 1002 is coupled via a 
TCP/IP based network with a personal computer having at least 64 MB memory and 6 GB hard 
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disk with a Pentium.TM. Ill or equivalent processor or better, executing the Microsoft Windows 
98. TM. operating system and Microsoft Excel 2000. The computer further includes Microsoft 
Internet Explorer.TM. 5.0 which includes an XML parser that receives and parses the XML data 
fro the meter and delivers it to the Excel worksheet. The worksheet displays real time data 
received directly from the IED 1002 in an XML format. As the IED 1002 detects and measures 
fluctuations in the delivered electrical power, it transmits updated information, via XML, to the 
worksheet which, in turn, updates the displayed data in real time. Note that all of the features of 
the Microsoft Excel program are available to manipulate and analyze the received real time data, 
including the ability to specify mathematical formulas and complex equations which act on the 
data. Further, display templates and charting/graphing functions can be implemented to provide 
meaningful visual analysis of the data as it is received. Further, the real time data can be logged 
for historical analysis. In one embodiment, the activation of a new IED 1002 on the network is 
detected by the worksheet which cause automatic generation of a new worksheet to receive and 
display data from the new device.) 

Regarding claim 16 

Claim 16 is similarly rejected using the same reasoning / citations provided above for 
claim 4 since they recite the same limitations and are distinguished only by statutory 
category. 
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Regarding claim 5 

Referring to claim 5 Ransom discloses all the limitations of claim 5 which is described 
above. Ransom also discloses wherein said operational status of the wireless 
communication device comprises a network identifier identifying a wireless network over 
which said device is communicating. (Paragraph [0065] In the preferred embodiment, the 
data collection component 250 enables an IED to collect and collate data from either a single or 
multiple sources via the network 110. The data collected by the component is stored and can be 
retrieved by other components of the power management application components 290, or other 
components implemented on other IED's 102-109 located on the network 1 10. In the preferred 
embodiment the Automated Meter Reading component 253 is utilized to allow either the 
consumers 132, 133 or providers 130, 131 to generate power management reports from the IED 
data. In the preferred embodiment the electrical power generation management component 260 
analyzes data received from IED's 102-109 to either minimize or maximize measured or 
computed values such as revenue, cost, consumption or usage by use of handling and 
manipulating power systems and load routing. IED inventory, maintenance and fraud detection 
component 261, 262, 263 receive or request communications from the IED's 102-109 allowing 
the power management application to inventory the installed base of IED's 102-109, including 
establishing or confirming their geographic installation location, or check the maintenance 
history of all connected IED's 102-109 These power management applications aid in confirming 
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outage locations or authenticating communications to or from an IED 102-109 to prevent fraud 
and minimize errors. In one embodiment, the IED inventory component 261 utilizes cellular 
triangulation technologies, or caller ID based geographic locator technologies to determine and 
verify IED inventories. In the preferred embodiment the fraud detection component 263 further 
detects device tampering. In the preferred embodiment the power quality monitoring component 
264 monitors and processes electric parameters, such as current, voltage and energy which 
include volts, amps, Watts, phase relationships between waveforms, kWh, kvAr, power factor, 
and frequency, etc.) 

Regarding claim 17 

Claim 17 is similarly rejected using the same reasoning / citations provided above for 
claim 5 since they recite the same limitations and are distinguished only by statutory 
category. 

Regarding claim 6 

Referring to claim 6 Ransom discloses all the limitations of claim 6 which is described 
above. Ransom also discloses wherein said operational status of the wireless 
communication device comprises an indication of a make and model of said wireless 
communication device. (Paragraph [0065] In the preferred embodiment, the data collection 
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component 250 enables an IED to collect and collate data from either a single or multiple sources 
via the network 110. The data collected by the component is stored and can be retrieved by other 
components of the power management application components 290, or other components 
implemented on other IED's 102-109 located on the network 1 10. In the preferred embodiment 
the Automated Meter Reading component 253 is utilized to allow either the consumers 132, 133 
or providers 130, 131 to generate power management reports from the IED data. In the preferred 
embodiment the electrical power generation management component 260 analyzes data received 
from IED's 102-109 to either minimize or maximize measured or computed values such as 
revenue, cost, consumption or usage by use of handling and manipulating power systems and 
load routing. IED inventory, maintenance and fraud detection component 261, 262, 263 receive 
or request communications from the IED's 102-109 allowing the power management application 
to inventory the installed base of IED's 102-109, including establishing or confirming their 
geographic installation location, or check the maintenance history of all connected IED's 102- 
109 These power management applications aid in confirming outage locations or authenticating 
communications to or from an IED 102-109 to prevent fraud and minimize errors. In one 
embodiment, the IED inventory component 261 utilizes cellular triangulation technologies, or 
caller ID based geographic locator technologies to determine and verify IED inventories. In the 
preferred embodiment the fraud detection component 263 further detects device tampering. In 
the preferred embodiment the power quality monitoring component 264 monitors and processes 
electric parameters, such as current, voltage and energy which include volts, amps, Watts, phase 
relationships between waveforms, kWh, kvAr, power factor, and frequency, etc.) 
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Regarding claim 18 

Claim 18 is similarly rejected using the same reasoning / citations provided above for 
claim 6 since they recite the same limitations and are distinguished only by statutory 
category. 



Regarding claim 7 

Referring to claim 7 Ransom discloses all the limitations of claim 7 which is described 
above. Ransom also discloses wherein said operational status of the wireless 
communication device comprises an indication of power remaining at said wireless 
communication device. (Paragraph [0005] the present invention is defined by the following 
claims and nothing in this section should be taken as a limitation on those claims. By way of 
introduction, the preferred embodiments described below relate to an energy management device 
for managing the flow of energy in an energy distribution system, the energy management device 
for use in an energy management architecture for managing the energy distribution system, the 
energy management architecture comprising a network. The energy management device 
includes: a network interface operative to couple the energy management device with the 
network; an energy distribution system interface operative to couple the energy management 
device with the energy distribution system, the energy management device further operative to 
measure at least one energy management quantity via the energy distribution system interface; a 
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processor coupled with the network interface and the energy distribution system interface and 
operative to process the at least one energy management quantity to manage the flow of 
electrical energy; and wherein the network interface is further operative to incrementally receive 
one of a power management command and power management data encoded as an XML 
document from the network, the XML document being received as a plurality of segments, 
wherein the network interface is capable of processing at least one received of the plurality of 
segments and extracting the one of the power management command and power management 
data therefrom prior to receiving all of the plurality of segments.) 

Regarding claim 19 

Claim 19 is similarly rejected using the same reasoning / citations provided above for 
claim 7 since they recite the same limitations and are distinguished only by statutory 
category. 



Regarding claim 8 

Referring to claim 8 Ransom discloses all the limitations of claim 8 which is described 
above. Ransom also discloses wherein said operational status of the wireless 
communication device comprises an indication of available memory at said wireless 
communication device. (Paragraph [0030] Intelligent electronic devices ("IED's") such as 
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programmable logic controllers ("PLC's"), Remote Terminal Units ("RTU's"), electric/watt hour 
meters, protection relays and fault recorders are widely available that make use of memory and 
microprocessors to provide increased versatility and additional functionality. Such functionality 
includes the ability to communicate with remote computing systems, either via a direct 
connection, e.g. modem or via a network. For more detailed information regarding IED's capable 
of network communication, please refer to U.S. patent application Ser. No. 08/798,723, 
captioned above. In particular, the monitoring of electrical power, especially the measuring and 
calculating of electrical parameters, provides valuable information for power utilities and their 
customers. Monitoring of electrical power is important to ensure that the electrical power is 
effectively and efficiently generated, distributed and utilized. Various different arrangements are 
presently available for monitoring, measuring, and controlling power parameters. Typically, an 
IED, such as an individual power measuring device, is placed on a given branch or line 
proximate to one or more loads which are coupled with the branch or line in order to 
measure/monitor power system parameters. Herein, the phrase "coupled with" is defined to mean 
directly connected to or indirectly connected with through one or more intermediate components. 

Regarding claim 20 

Claim 20 is similarly rejected using the same reasoning / citations provided above for 
claim 8 since they recite the same limitations and are distinguished only by statutory 
category. 
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Regarding claim 9 

Referring to claim 9 Ransom discloses A method of providing the operational status of a 
wireless communication device capable of executing server-side applications, the 
method comprising: receiving a message at said wireless communication device 
capable of executing server-side applications requesting operational status of the 
device, said receiving resulting in a received message; composing a response message 
from said wireless communication device indicative of the operational status of the 
device; and sending said response message from said wireless communication device 
to an originator of said received message. (Paragraph [0065] In the preferred embodiment, 
the data collection component 250 enables an IED to collect and collate data from either a single 
or multiple sources via the network 1 10. The data collected by the component is stored and can 
be retrieved by other components of the power management application components 290, or 
other components implemented on other IED's 102-109 located on the network 1 10. In the 
preferred embodiment the Automated Meter Reading component 253 is utilized to allow either 
the consumers 132, 133 or providers 130, 131 to generate power management reports from the 
IED data. In the preferred embodiment the electrical power generation management component 
260 analyzes data received from IED's 102-109 to either minimize or maximize measured or 
computed values such as revenue, cost, consumption or usage by use of handling and 
manipulating power systems and load routing. IED inventory, maintenance and fraud detection 
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component 261, 262, 263 receive or request communications from the IED's 102-109 allowing 
the power management application to inventory the installed base of IED's 102-109, including 
establishing or confirming their geographic installation location, or check the maintenance 
history of all connected IED's 102-109 These power management applications aid in confirming 
outage locations or authenticating communications to or from an IED 102-109 to prevent fraud 
and minimize errors. In one embodiment, the IED inventory component 261 utilizes cellular 
triangulation technologies, or caller ID based geographic locator technologies to determine and 
verify IED inventories. In the preferred embodiment the fraud detection component 263 further 
detects device tampering. In the preferred embodiment the power quality monitoring component 
264 monitors and processes electric parameters, such as current, voltage and energy which 
include volts, amps, Watts, phase relationships between waveforms, kWh, kvAr, power factor, 
and frequency, etc. The power quality monitoring component 264 reports alarms, alerts, 
warnings and general power quality status, based on the monitored parameters, directly to the 
appropriate user, such as customers 132, 133 or utilities 130, 131.) 

Regarding claim 21 

Claim 21 is similarly rejected using the same reasoning / citations provided above for 
claim 9 since they recite the same limitations and are distinguished only by statutory 
category. 
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Regarding claim 10 

Referring to claim 10 Ransom discloses all the limitations of claim 10 which is described 
above. Ransom also discloses wherein said response message is an extensible 
Markup Language (XML) message. (Paragraph [0006] The preferred embodiments further 
relate to a method, in an energy management device, of transmitting a communication from the 
energy management device over a network coupled with the energy management device. In one 
embodiment, the method includes: generating a set of data to be communicated over the network 
as an XML document; transforming each of the data into an XML format as it is generated; and 
communicating each of the XML formatted data over the network as it is transformed; releasing 
at least one resource utilized by the XML formatted data from the energy management device as 
it is communicated; and repeating the transforming and the communicating until the entire the set 
of data has been communicated. 

Regarding claim 22 

Claim is similarly rejected using the same reasoning / citations provided above for claim 
10 since they recite the same limitations and are distinguished only by statutory 
category. 



Application/Control Number: 10/537,705 
Art Unit: 2154 



Page 18 



Regarding claim 11 

Referring to claim 1 1 Ransom discloses all the limitations of claim 1 1 which is described 
above. Ransom also discloses wherein said composing comprises verifying that a 
textual operational status description forming part of said response message omits 
illegal XML characters. (Paragraph [0128] In one embodiment of the incremental XML 
processing system described herein, the capability to handle errors is provided. Errors may occur 
if one or more processable segments of the XML document are too large to fit in the IED's 
available memory, are corrupted or otherwise comprised or the segment contains unrecognized 
or improper XML code, data or commands. When incrementally processing received XML, it is 
possible that many processable segments will be successfully processed prior to an error 
occurring. For a given XML document, it may be okay that only a portion of the overall file was 
successfully processed. In this case, the IED can attempt to re-request the unsuccessfully 
processed segment(s) or continue operations without those segment(s). Typically, however, if the 
entire XML document cannot be processed then none of the XML document should be 
processed. This may be the case for an XML document which contains a set of configuration 
commands and data. In such a case, partial configuration may result in an inoperable IED. 
Therefore, in one embodiment, a mechanism is provided which permits the IED to undo any 
completed processing the XML document when an error occurs. In one embodiment, the IED is 
capable of saving the complete operational state of the device prior to commencing processing of 
the XML document, or a processable segment thereof, and restoring that state should an error 
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occur. In embodiments that are incapable of reversing the partial execution of the XML 
document, the XML document generator generates the XML code such that errors in processing 
some of the code does not affect the successfully processed code. 



Regarding claim 15 and 23 

Claim 23 is similarly rejected using the same reasoning / citations provided above for 
claim 1 1 since they recite the same limitations and are distinguished only by statutory 
category. 



Regarding claim 12 



Referring to claim 12 Ransom discloses all the limitations of claim 12 which is described 
above. Ransom also discloses wherein said verifying comprises passing said textual 
operational status description through an XML formatter for removal of any illegal XML 
characters. (Paragraph [0128] In one embodiment of the incremental XML processing system 
described herein, the capability to handle errors is provided. Errors may occur if one or more 
processable segments of the XML document are too large to fit in the IED's available memory, 
are corrupted or otherwise comprised or the segment contains unrecognized or improper XML 
code, data or commands. When incrementally processing received XML, it is possible that many 
processable segments will be successfully processed prior to an error occurring. For a given 
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XML document, it may be okay that only a portion of the overall file was successfully processed. 
In this case, the IED can attempt to re-request the unsuccessfully processed segment(s) or 
continue operations without those segment(s). Typically, however, if the entire XML document 
cannot be processed then none of the XML document should be processed. This may be the case 
for an XML document which contains a set of configuration commands and data. In such a case, 
partial configuration may result in an inoperable IED. Therefore, in one embodiment, a 
mechanism is provided which permits the IED to undo any completed processing the XML 
document when an error occurs. In one embodiment, the IED is capable of saving the complete 
operational state of the device prior to commencing processing of the XML document, or a 
processable segment thereof, and restoring that state should an error occur. In embodiments that 
are incapable of reversing the partial execution of the XML document, the XML document 
generator generates the XML code such that errors in processing some of the code does not 
affect the successfully processed code. 

Regarding claim 24 

Claim 24 is similarly rejected using the same reasoning / citations provided above for 
claim 12 since they recite the same limitations and are distinguished only by statutory 
category. 
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Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ashley d. Turner whose telephone number is 571-270- 
1603. The examiner can normally be reached on Monday thru Friday 7:30a.m. - 
5:00p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nathan Flynn can be reached at 571-272-1915. The fax phone number for 
the organization where this application or proceeding is assigned is 571-270-2603. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Patent Examiner: Supervisory Patent Examiner 
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